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Abstract

Terrorist attacks are a major problem and a leading concern in the entire world. It is one of the most
important topics for all government officials to consider. There are many basic connections and patterns in
the data associated with terrorist attacks. If these potential phenomena can effectively control the
development of early warning systems for terrorism, they can help to solve complex terrorist decision-
making issues and maintain regular detection and predictions. Machine learning (ML) models have made
significant contributions to the development of prediction models by simulating the dynamic statistical
structures of terrorism. This has resulted in improved results and cost-effective strategies. Researchers
hope to find more reliable and effective prediction models by incorporating new machine learning
approaches and hybridizing current ones. This article aims to provide a concise review of the various
machine learning algorithms used to predict terrorism using the Global Terrorism Database GTD
historical data set by START. We could use this study as a reference for researchers when deciding which
machine learning approach to use for the required prediction challenge.

Keywords: GTD, ML Algorithms, Terrorism Prediction, classification, clustering.

Introduction

Terrorist attacks are the biggest problem for humanity around the world, and their conscious solution
requires the full attention of scientists and practitioners. Terrorism has almost invaded our daily lives. Kara
Fox and Gilbert (2016), describe in their report that since 2015, the modern world is getting more
dangerous. The University of Maryland, College Park reports in their Global Terrorism database that from
2000 to 2014 at least 140,000 deaths have been recorded because of 61,000 non-state terrorism incidents.
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Terrorism is an unwanted yet apparently unavoidable aspect of the current social system, and knowing the
complexities of terrorism can offer valuable insight into creating policy mechanisms and strategies that are
simultaneously more successful in mitigating terror and far less invasive to society overall (Gartner,
Felmlee, Yarlagadda & Verma, 2019). Political and social circumstances such as persecution, political
upheavals, and volatility, deep demographic differences, country growth, poverty, deprivation,
unemployment, and inflation are correlated with the emergence of terrorism.

Different scholars have tried to describe terrorism over the years. Walter Laqueur, an American researcher
and terrorist analyst, listed more than 100 definitions of terrorism and stated that “Terrorism is the use or
the threat of the use of violence, a method of combat, or a strategy to achieve certain targets. It aims to
induce a state of fear in the victim that is ruthless and does not conform to humanitarian rules. Publicity is
an essential factor in the terrorist strategy” (Laqueur, 1987). Increasing competition; ethnoreligious division
and minorities; and social, global and demographic conditions contribute to terrorism and start raising
people’s willingness to promote terrorism (Freytag, Kru“ger, Meierrieks & Schneider, 2011).

Terrorists mostly target Visitors, soldiers, police, religious leaders, societies, diplomatic staff, government
ministers, airports, aircraft, networks, NGOs, and techniques such as suicide bombings, shooting, hijacking,
abduction, and armed attacks are used (Abadie, 2006). The complexity of terrorism makes it harder to
define an appropriate approach that can be used to protect people’s lives. Identifying terrorist ideologies
and predicting possible terrorist attacks have proven extremely important and time-consuming.

The information and knowledge in connection with terrorist operations are broad and increasingly
multidimensional, leading large-scale data analysis to new frontiers. Together with counter-terror laws,
these data provide a new perspective on measures to prevent terrorism. When global terrorist activities are
increasingly evolving, the implementation of effective data analysis strategies for such large datasets has a
massive impact on counterterrorism. Structured data can uncover several unseen phenomena and can guide
conceptual relations. Machine learning is an efficient way to analyze data to highlight hidden patterns in
terrorism (Ganor, 2019).

The world’s largest terror dataset GTD (Global Terrorism Dataset) by (START) by the Maryland
University of College Park is an open-access database that is collecting information regarding terrorism
since 1970. This provides information about international terror attacks, domestic abuse, and trans-border
violence as well. It contains more than 200,000 incidents. A broad variety of information is provided for
each case, including the date and place of the attack, the weapons used, the intent of the target, the rate of
casualties, and the person or group responsible for the attack.

This paper surveys ML models and techniques used for analyzing and predicting terrorism using GTD
(global terrorism database). Our goal is to survey applied ml techniques on GTD for prediction or analyzing
various related patterns.

Methods and Outline

This survey examines the top-of-the-line machine learning (ML) methods for terrorism prediction by
reviewing 25 research articles. Techniques used to predict and prevent terrorism include data mining, ml
algorithms, and predictive modeling. Data mining has now become the most essential branch for many
applications and has a broad range of applications, from product and service, computer advertising
promotions, artificially intelligent devices, microbiology, and crime detection. (Rangra & Bansal, 2014).
The goal of data mining is to find hidden, useful information from large amounts of data and formulate it
into information. The three most used data mining techniques are classification and prediction, mining
association rules, and clusters (Alola & Atsa’am, 2019).
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A. Classification

Classification is the most important and useful technique of data mining. The classification technique is
useful in the following cases: It controls a large number of data, predicts categorical class labels, builds a
model that defines and differentiates classes of data, and can manage numerical and categorical
characteristics. Based on a training dataset, the classification model can predict specific class labels.
(Gorade, Deo & Purohit, 2017). The classification technique follows 2 steps. The first step is to create
(train) a model on the training dataset and the second step is to predict unknown data into class labels.

Model

DATA SET (Classifier)

(Training)

Fig. 1. Classification step 1

Data
Model
DATA SET (Classifier) classification
(Testing) : by class label

Fig. 2. Classification step 2

The major classification algorithms applied to GTD include Support vector machine (SVM), Random
Forest Decision Tree, Neural network Naive Bayes and Logistic regression.

Support vector machines: The Support Vector Machine is a traditional machine learning algorithm that is
used to solve a number of classification and regression problems. The aim is to train the SVM algorithm on
linearly separable data to find the best hyperplane separation. To correctly divide two or more distinct
groups in a classification problem, a support vector machine finds an ideal separation line called a
“hyperplane. The SVM has also been adapted as a regression function, defined as support vector regression
(SVR) (Li, K. Ma, Z. Jin, & Y. Zhu, 2016). SVMs can be used for both linear and nonlinear classification,
as well as effective input-to-feature space mapping. (Dibike,Velickov, Solomatine & Abbott, 2001). The
SVM algorithm tends to only handle binary classification problems, which is the most apparent downside.

Random forest: Random forest is a supervised machine learning algorithm that achieves excellent result for
most of the time without even hyper-parameter optimization. Due to its ease and versatility, it is perhaps
one of the most widely used algorithms. It is useful for classification as well as regression problems. It
creates a” forest” from a set of decision trees, which are typically trained using the” bagging” technique.
Bagging is (Breiman, 2001) random selection that is made from the examples in the training set to expand
each tree. The bagging approach is based on the idea that combining learning models improves the result.

Decision Tree: The decision tree is a well-known data mining technique for classification based on several
predictor variables or creating prediction algorithms for a target variable. Decision trees were first
introduced in the 1960s and are now commonly used in a variety of fields. Hastie, Trevor (2009). This
approach divides a dataset into branch-like parts building a tree with a root node. A decision tree is non-
parametric, which means it can handle big and complex datasets without applying a complex parametric
architecture. They are convenient to use, and reliable even though missing values are present. The input and
output of both variables can be discrete or continuous. Song and Lu (2015) Decision trees could easily
solve multi-class classification problems and can be configured to manage regression problems.
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Naive bayes: The Bayesian (Nave Bayes) Classification algorithm is a supervised learning method for
making decisions in unknown situations. It is a Bayes’ Theorem-based classification method. The existence
of one feature in a class is assumed to be irrelevant to the presence of some other feature by a Naive Bayes.
According to the scholar, Mitchell (1997) there are a few problems of Bayesian Classifiers. For example, it
needs advanced knowledge of probabilities, and in the absence of that, they are often predicted based on
context knowledge and previously existing information demonstrating original distributions. The authors of
(Batchu, Aravindhar, Thangakumar & Masillamani, 2011; Igbal, Murad, Mustapha, Hassany, Shariat
Panahy, & Khanahmadliravi, 2013) described some advantages of the Naive Bayes that it is successful in
solving various classification problems as it can easily handle corrupt data as well as robust to irrelevant
attributes. The naive Bayes approach can handle null values as well. Because of such benefits, the naive
Bayes approach is commonly used in a variety of applications.

Neural network: A neuron is the fundamental unit of the brain’s function. Electrical impulses are sent from
each end of a neuron to another. The axon body transmits electrical impulses from the dendrites to the
axons. Electrical impulses are thereby transferred from one neuron to the next through the synapse. Han,
Kim, Kim and Youn (2018) Artificial Neural Networks are based on how the human brain works. The
information processing system is made up of several deeply integrated processing components (neurons)
that perform different tasks. ANNs are like humans that learn by experience. As learning in biological
systems, Neural Networks require changes to the synaptic interactions that occur among neurons
(Yegnanarayana, 2009).

Logistic Regression: Logistic Regression is a classification technique that is used to determine a
multivariate relation between one or more dependent and independent variables. Xue and Titterington
(2008) it is a statistical analysis technique that is based on the probability principle. A Logistic Regression
model is similar to a Linear Regression model, except that it employs a more dynamic cost function, which
is referred to as the” Sigmoid function” or” logistic function”.

The fundamental theory behind the ensemble technique is to integrate a series of models, all of which
handle the same original problem, to achieve a good hybrid global model of more precise and consistent
predictions or results than a single model would have. The concept of creating a predictive model by
combining several models has been investigated for many years. Biihlmann and Yu (2003) found out that
ensemble approaches date back to 1977, an ensemble of two linear regression algorithms was introduced.
Clustering methods may also benefit from ensemble approaches to improve their accuracy and efficiency
(Rokach, 2005).

KNN: KNN is one of the topmost machine learning algorithms that is easy and flexible to use. It is often
defined as a “lazy learner” or an” instance-based” classifier because it holds all the training datasets and
does not construct a classifier till a new sample has to be identified that makes assumptions based on KNN
labels allocated to test samples. Faryral and Usman (2004) KNN is known for its ease of use, adaptability,
and ease of maintenance. It can handle a variety of data structures and can be represented without the use of
a training model, but it has some drawbacks defined by (Prabhu and Neelamegam, 2011) for example,
KNN allot equal weight to every attribute, which may be confusing because there can be a lot of unrelated
attributes in data. Since KNN is a lazy learner, whenever the number of possible neighbours is large, it may
incur high computational costs which necessitating the use of effective indexing methods. If the value of K
is set to a value that is too high, the classification by KNN may be misleading.

B. Clustering
In data extraction and data mining, cluster data assessment is an essential process. Clustering is a type of
database modeling, which places it in a math and statistics-based historical context. The method of forming

groups of data based on the correlations of data across large data sets is cluster creation. Singh and Bhatia
(2011) Clustering Algorithms used for analyzing data are an effective meta-learning tool. The goal of

ISSN: 2308-7056 Ghafoor, Umer, Khan & Uddin (2021) 486



www.irbas.academyirmbr.com October 2021
International Review of Basic and Applied Sciences Vol. 9 Issue.4

clustering is to separate the data elements into clusters according to data similarity, characteristics, and
behavior. For the data classification, several clustering techniques have been introduced. Most certain
techniques are focused on the presumption that the number of big data clusters is static. The weakness of
this theory is that there is a greater risk of adding different data elements to the same cluster if the estimated
number of clusters is small. With many clusters, the probability of adding the same data located in different
groups is high (Shafeeq & Hareesha, 2012).

k-means clustering: There are several clustering techniques, but k-means clustering is one of the strongest
and most widely used algorithm. The k-means clustering algorithm divides the dataset of” n” data points

into” k” clusters (Macqueen, 1967).
Alg«;::-tllm Clusters of
clustering data

Fig. 3. Primary 3 stages of clustering

Suggested the k-means clustering method in 1967, which was later improved by (Hartigan & Wong, 1979).
Bottou and Bengio (1995) Showed the convergence of k-means computation approaches and algorithm
techniques. K-means algorithm has several benefits such as clear mathematics concepts, rapid convergence,
and ease of implementation (Li, Yu, Lei, & Tang, 2017).

Visualization

Figure 4 presents clustering vs classification ML methods for terrorism prediction in the reviewed articles.

4(15.38%)

® classification
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22 (84.62%)
Fig. 4. Clustering vs classification ML methods for terrorism prediction in the reviewed articles.

KNN. LR, RF, DT, SVM, NB, EM, K-means and ANN were listed as the most common ML modeling
techniques for terrorism prediction in the preceding section. Figure 5 shows the most popular machine
learning methods for terrorism prediction over reviewed research articles.

It’s also worthy to note that, in this paper, we categorize the prediction methods as Clustering and
Classification. Classification methods are sub-classified as Attack Type, Terrorist Group, Terrorist attack
and Location of attack. The taxonomy of the study is shown in Figure 6.

1. Terrorist attacks: Prediction of those attacks that might occur in the future. Also include
identifying the crucial patterns and factors that could be responsible for attacks.
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2. Location: predicting the locations (regions, countries, and cities) where terror attacks may occur in
the future as well as the risk level of different locations.
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No of methods used in each article

Articles

Fig. 5. Major machine learning models for terrorism prediction

ML methods for
Terrorism Prediction

Clusterin,
£ Classification

Fig. 6. Research Taxonomy

3. Type of Attacks: Terrorism types describe the overall attack process and include a wide range of
techniques such as assassination, hijacking, kidnapping, and bombing.

4. Terrorist Group: Prediction of terror groups who are responsible for attacks. GTD provides

complete information about terror groups that claimed attacks. In this section, we have explained
the rationale of each model we have used during our research work.

Previous Work
A. Clustering Approach in Terrorism

In this research, the authors intend to study GTD using cooperative clustering techniques for pattern
detection. For simultaneous clustering of spatial and temporal data, the author created textual data from
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GTD. After performing co-clustering on the Global Terrorism dataset, several co-clusters were obtained,
revealing valuable knowledge about the shared cause between months and terror groups (Adnan & Rafi,
2015).

To establish a new approach for analyzing terrorism this research used the hierarchical clustering method
on GTD. This research identified four clusters, resulting in a new terrorist group focused on casualties and
consequences. Subcategories include groups of terrorists with low mortality and medium severity. Terrorist
groups with moderate death and serious consequences; Terrorist groups with high influence; A group of
terrorists with little casualties and impact. The connectivity, division, and density of the four clusters are
assessed and the findings were fairly accurate (Atsa’am, Wario, & Okpo, 2020).

Sachan and Roy (2012) construct the” Terrorist Group Prediction Model” that uses principles including
the” Offender Group Detection Model”,” Crime Prediction Model, and Group Identification Model” to
study the probability of terrorist attacks based on several terrorist acts to identify the terror organization
responsible for the most recent attack. The weights are allocated to each input attribute according to its
impact on the event. Each input attribute is given a weight based on how important it is to the outcome.
Group weight, which is determined using the percentage ratio of each attack of a given group plus the
allocated weights of parameters, is used to produce a wide range of clusters. The connection between the
inputs and the formed clusters is measured and selected as the highest value. The groups with the highest
value are considered the terrorist groups most responsible for the attack. The proposed model offer 80
percent accuracy with many limitations like it struggles to detect attacks from smaller groups and the
system often fails when the preparators always use a different attack pattern (Sachan & Roy, 2012).

A new algorithm called the Criminal Prediction Model (CMP) was proposed by Fatih Ozgul, Zeki Erdem,
and Chris Bowerman to predict the terrorist group responsible for resolving terrorist attacks in Istanbul
from 2003 to 2005. Initially, the CMP model examines the associations between all the terrorist attacks and
placing them into clusters. Once resolved and unsolved attacks were grouped into a single group, the CPM
classified these unsolved cases using clearly identified terrorist groups. CPM results and conclusions were
considered more successful than the base TMOD system (Ozgul, Erdem & Bowerman, 2009).

1. Terrorist Attacks: For the detection of terrorist attacks Xi Meng, Lingyu Nie, and Jiapeng Song
proposed a hybrid classifier that uses big data for development. It provides a system that covers
the collection of data, pre-processing, hybrid deployment mining, and classification model testing
to predict terrorist attacks. Another algorithm called genetic algorithms is used to improve weights
in a hybrid classifier to improve prediction accuracy. The results indicate that hybrid classifiers
outperform in terms of predictive accuracy. This study introduces a complete system for predicting
large datasets of terrorist attacks on the basis of mixed classifiers. Over 140000 terrorist attacks
were analyzed (Meng, Nie, & Song, 2019).

The purpose of this study is to describe how subgroups of terrorist attacks that hold similar features and
result in a high number of casualties can be identified using analyzable classification algorithms. The
method is applied over the GTD database. The authors define three cases in that terrorist attacks are
identified by the particular pattern that is likely to result in a large number of casualties, attacks that have

the difference between each of these characteristics (month, attack type, or location) and the attacks
resulted in significantly fewer casualties the research was carried out according to the” cross-industry
standard procedure” for data mining. PART, Bayesian Network, Decision Tree (C4.5), and Naive Bayes are
the selected classifiers from the WEKA tool for performance comparison and the results show that C4.5
performs best among all the classifiers over GTD (Singer & Golan, 2019). Future attacks are hard to
predict since they require a lot of complexity, but with the use of machine learning algorithms, future
attacks can be predicted with minimal error. For this study, the author uses both the techniques of the
classification and regression of the random forest algorithm. The research concluded that the random forest
classification algorithm outperforms as compared to the RF regression algorithm. The accuracy of
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classification for predicting the type of attack is 76 percent, 86 percent for the type of weapon, and 34
percent for predicting a target of the attack (Saha, Aladi, Kurian & Basu, 2017). In this study Gartner,
Felmlee, Yarlagadda, and Verma (2019) the author predicts future attacks, key reasons that lead a specific
city to be targeted, and preparator of the terrorist attack from its report by using GTD and demographics of
districts of India.” shallow machine learning models” including Random forest and Decision tree
algorithms are used and gave acceptable accuracy rate.

To understand the nature of terrorist attacks, Uddin et al., (2020) developed deep neural network (DNN)
models. Single-layer neural networks (NN), five-layer DNNs, and three shallow machine learning
algorithms, such as SVM, NB and LR are used. The efficiency of the DNN is compared to that of the NN
and the three machine learning algorithms, DNN outperforms them both in terms of accuracy, precision,
recall, and F1-Score, with ANN and conventional machine learning algorithms achieving a maximum of 83
percent accuracy. This paper Agarwal, Sharma, and Chandra (2019) examines the GTD and weather dataset
in order to identify the causes that may contribute to an escalation in terrorism. SVM, LR, K means
clustering, NB, and RF models were used to interpret the data and make predictions about the attack’s
success, the organization that carried out the attacks, and the impact of weather conditions on terrorism.

In the field of Intelligence and defense, the task to identify the attack by a specific terror group is quite
challenging but some complex aspects of terrorist organizations exist, such as seasonal characteristics and
associations between activity and the network. In this study the authors suggest a systematic method that
incorporates the study of social networks and the strategy of feature recognition to examine the
mechanisms and ultimately project the terrorist activity. Finally, the group network is predicted and
validated based on two aspects. The results reveal that the proposed method is remarkably reliable in
anticipating the behavior of terrorism (Li, Sun, Li, Li & Li, 2018). The comparative performance analysis
of ML methods for terrorist attack prediction is presented in figure 9. Methods include SVM, Naive Bayes
NB, C4.5, J48, KNN, Bayesian Network BN and PART, Hybrid Classifier, Wavelet Trans- form,
Intelligent Guesser, Neural Networks NN, Deep Neural Network DNN, Bootstrap Aggregation Bagging
and Logistic Regression LR. Where Hybrid classifiers, DNN, C4.5, LR, and RF give higher accuracy.

2
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Fig. 7. Comparative performance analysis of classification methods of ML for Terrorist Attacks
prediction

2. Location Prediction: In this paper reserchers construct the method for data collection to collect
data on terrorist attacks from legitimate sources. a risk model that estimates the risk of terrorism in
different areas, as well as a set of recommendations with a risk model for predicting future terror
attacks. Lastly, for predicting the risk level of terrorism in the future a new model is created. The
findings reflect evolving trends in terrorist attacks. The proposed model gave an accuracy of up to
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96 percent; besides, exact risk values are given by the risk prediction model (Toure &
Gangopadhyay, 2016).

The authors of Ding, Ge, Jiang, Fu, and Hao (2017) present a new methodology in the recent research,
using increasingly common and scalable Machine learning algorithms are being used to predict the
possibility of terrorist incidents using a variety of methods. For training and testing the machine learning
algorithms data from 1971 to 2015 is used. With an accuracy of 96 percent, the model is quite effective to
predict the locations where the attacks could take place in 2015. Furthermore, it is remarkable that the
proposed model predicts 2037 terrorist events that had not previously occurred.

In this research, the geographic statistical approach has been used in this analysis of developing terrorist
events in the Indochinese Peninsula. In order to measure the possible threat of terrorist attacks on the
Indochina peninsula, the Random Forest strategy is used with 15 variables. With the 0.839 AUC rate, the
RF model worked well. The findings suggest that Thailand, particularly in the south, Bangkok, and its
nearby areas, is the most unsafe place for acts of terrorism (Hao, Jiang, Ding, Fu, & Chen, 2019).

The authors perform exploratory research and predict terror attacks in Indonesia using K-Nearest Neighbor
(KNN) and kfold cross-validation. The accuracy was estimated to be 88.86 percent with a value of k = 8
based on the findings of the analysis to classify terrorist behavior (Sandag, 2019).

In Tarachand (2020) the authors predict the country and region where terror attacks can occur. It also
demonstrates the ability of ml models to predict terrorist attacks by location. Gaussian Nave Bayes, Linear
Discriminant, K-Nearest Neighbors, Support Vector Machine, Decision Tree, and Logistic Regression are
among the six machine learning algorithms used in this study. ML models LR and Linear Discriminant
gave 82 percent accuracy.

In another paper Singh, Chaudhary and Kaur (2019) describe a method for examining terrorism regions and
countries using machine learning algorithms and terrorist activities data to derive hypotheses regarding
terrorist behavior trends. The researchers used six different machine learning algorithms: Gaussian Nave
Bayes, Linear Discriminant Analysis, KNN, SVM, DT, and LR. The results show that with an accuracy of
82 percent the models LR, SVM, NB and LDA can predict the country and region of the terror attack.

Chaurasia, Warikoo and Khan (2019) present a comprehensive and statistical overview of the GTD, to
reveal useful information regarding the patterns of terrorist activities and aid in detecting possible terrorist
attack perpetrators and casualties. The findings were obtained using five separate classifiers: DT, KNN,
LR, RF, and XG Boost. Random forest and the XG boost outperform the other classification models. The
random forest provided higher accuracy for the western hemisphere, while the XG boost provided better
accuracy for Asia.

This research uses prediction models, DT, and the RF to simulate and predict future attacks on specific
regions. The findings reveal that since 2010 terrorist threats have increased significantly. Around 75.45
percent to 90.414 percent, Decision Trees and Random Forest provide the same predictive performance
(Huaman'1, Alicia & Roman-Gonzalez, 2020). The comparative performance analysis of ML methods for
predicting the location where attacks might occur is presented in figure 9. Methods include SVM, Naive
Bayes NB, KNN, NNET, DT, Linear Discriminant Analysis LDA, XG BOOTS, Risk Model, and Logistic
Regression LR. Where Hybrid classifiers, DNN, C4.5, LR, and RF give higher accuracy.
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Fig. 8. Comparative performance analysis of classification methods of ML for Terrorist Attacks
prediction

3. Terrorist Attack Type: Machine learning techniques are used by Nizmani et al. (2014) For
conducted an in-depth analysis of news reports on the Global Terrorism Dataset. They implement
various ML algorithms such as Naive Bayes, support vector machine, and decision tree classifier.
The results show that the decision tree learning algorithm is highly effective for terror attack type
prediction. While the support vector machine achieved higher accuracy but the runtime increases
when the data size is large. Bays achieved fast up time but with low accuracy (Memon &
Nizamani, 2014).

Mo, Meng, Li and Zhao (2017). uses data mining techniques in their research for predicting terrorist attacks
by using GTD. Three common algorithms are used for prediction including NB, LR, and SVM. Two
attribute extraction techniques, namely mRMR and Max significance, are further used to improve accuracy.
After a comprehensive classification comparison, the Linear Regression algorithm achieves 78 percent
accuracy in identifying the potential application of machine learning in terrorism.

In Igbal et al., (2013) two different classification algorithms were compared which include the
classification tree (Decision tree) and Naive Bayes for predicting the” crime categories” for the US States.
In the research, 10 fold cross validation technique was implemented to the input dataset and tested NB and
DT individually. The results show that the decision tree algorithm outperformed as compared to the NB
algorithm and attain an accuracy of 83.951 percent in the prediction of the” crime category”. The
comparative performance analysis of ML methods for predicting the type of attack is presented. Figure 7
represents the values of models used in reviewed papers. Models include Support Vector Machine SVM,
Naive Bayes NB, Decision Tree DT, and Logistic Regression. Where DT and LR show better results.
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Fig. 9. Comparative performance analysis of classification methods of ML for predicting Attack type

ISSN: 2308-7056 Ghafoor, Umer, Khan & Uddin (2021) 492



www.irbas.academyirmbr.com October 2021

International Review of Basic and Applied Sciences Vol. 9 Issue.4

4. Terrorist Group: Study Tolan and Soliman (2015) uses the data mining classification method to
predict groups of terrorists that provoked the attacks in Egypt around 1970 to 2013 by comparing five
basic machine learning classifiers. The study uses a global terrorism database to compare 5 classifiers
including K-Nearest Neigh- bour (KNN) Naive Bayes, Iterative Dichotomiser, Support vector
machine, and Tree Induction. This research aims to have a more in-depth analysis of the classification
algorithm used and to introduce two possible approaches to dealing with missing data, along with
comparing the obtained findings. WEKA tool is used to analyze real-world data, and the results of the
study and findings are distilled into four output metrics. This research indicated that in mode
imputation, SVM is more effective than NB and KNN, whereas K-Nearest Neighbour (KNN) accuracy
is higher than other classifiers but the overall performance of the Support vector machine is
satisfactory.

Mohammed ALfatih, Chunlin Li profile image Chunlin Li, Naila Elhag Saadalla analyzed the terrorism
database GTD. This study predicts the preparator of the specific terror attack using Different classification
algorithms to train them over the GTD database. Various attributes including date time year, type of attack,
and weapon are used for training. Findings demonstrate that for predicting preparators random forest
approach gave accuracy 84 percent (ALfatih, Li, & Saadalla, 2019).

In this article the authors focused on analyzing terrorist groups responsible for attacks in TURKEY that
happened in 2016 using data mining techniques. Using WEKA TOOL, the author applied various ML
models to the 540 data instances from GTD. The results show that J48 gave the higher accu- racy as
compared to other classifiers. Performance of NB is comparable to that of SVM. KNN has a poorer
precision than the other classification models (Mohammed & Karabatak, 2018). The authors of this study
Talreja, Nagaraj, Varsha, and Mahesh (2017) predict the terrorist organization responsible for attacks in
India using GTD and suitable classifier algorithms. The method Factor Analysis of Mixed Data (FAMD)
was applied on GTD to identify the attributes that contributed the most to the dataset. DT, RF, and SVM
classifiers are used where SVM performed well and provide an accuracy of almost 80 percent.

The comparative performance analysis of ML methods for predicting the type of attack is presented. Figure
8 represents the accuracy of models used in reviewed papers. Models include Support Vector Machine
SVM, Naive Bayes NB, C4.5, J48, KNN, Bayesian Network BN and Gradient Boosting GB,. Where J48,
C4.5and RF get remarkable results.
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Fig. 10. Comparative performance analysis of classification methods of ML for Terrorist Group
prediction

Conclusion

This paper provides an outline of terrorism prediction machine learning algorithms and introduces a
taxonomy for analyzing the current literature. The survey is based on the evaluation and review of 25
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articles According to the learning techniques, the prediction models were divided into two classes. The
structure of these categories was thoroughly explored and reviewed.
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