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Abstract 

Big data is created and gathered at a rate that quickly beyond the boundary range in the digital world. 

Data with special attributes has become a very important source of valuable information and decision-

making. The problem is that the traditional architectures, software's and tools are not capable to store, 

process, and manage this data. This study explores the challenges related to volume, velocity, veracity, 

variety, and value. we discuss these issues by categorizing them into five main groups; data, storage, 

process, visualization, and management. State-of-the-art tools and technologies for each group are 

discussed that overcome these challenges. A comparison of these tools is also given to present a clear 

picture. The direction of future research in this area is determined by the number of open issues and the 

dominance of big data in terms of opportunities. 

 

Keywords: Big Data, Big Data Technologies, Cloud Computing Big Data Tools and Techniques, Analysis 

of Big Data.  

  

 

Introduction 
 

The subject of the review paper is to explore the challenges of big data. Data generated by the mobile 

applications, web services, digitization, and internet of things leads to generating massive data not only in 

size but also with various terms as heterogeneity. These huge data must be handled effectively in order to 

extract knowledge. 
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Data has grown at a large scale in various fields. The McKinsey Global Institute defines big data as a 

dataset with a huge volume that cannot collect, manage and visualize with the use of traditional databases 

and software tools (Saxena, 2016) Big data is defined as a large volume that is generated rapidly, is 

complex in nature, and varies in shape. Advanced technique  are required to analyze, store and obtain 

information from this data (Al-Sai & Abualigah, 2017). Big Data is a crucial issue that requires immediate 

attention. (Mervis, 2012). Data is a vital source for valuable information that eventually assists companies 

in making better-informed decisions. However, this data with volume, velocity, and varied qualities cannot 

be organized and processed by the present standard software systems, which has become a major issue 

(Nasser & Tariq, 2015). 

 

The implementation of Big Data has brought new critical challenges, the main challenges that are 

commonly faced by organizations are the implementation, technology, organization, process, data 

management, and skills(Al-Sai & Abdullah, 2019). 

 

The software of big data analytics focuses on efficiently analyzing data on large data sets. Big data has a 

huge impact on industries like banking, healthcare, telecommunications, public and private sectors, 

transportation through data analytics. It aims to help many industries extract high-quality information for an 

in-depth perspective on their organizational reputation(Minelli, Chambers, & Dhiraj, 2013). With the 

variety and volume, data is generated at high velocity without of knowing about the quality of the stored 

data. That's why the traditional systems are unable of analyzing and processing this massive data (Martin, 

Maladhy, & Venkatesan, 2011). Big data contains valuable information for the users; however, with the use 

of traditional tools and techniques, it is not possible to extract information from the datasets. Big data 

technologies are critical in the process of gleaning useful information from all of this information overload. 

Data storage, collection, administration, analytics, and visualization are all part of the big data analysis 

process.(Rawat & Yadav, 2021). The tool used for big data processing has a shortcoming. Each tool 

processes a certain type of data, unique platform, and particular language. So, Organizations need to select 

tools according to their project requirements (Pradeep & Kallimani, 2019). The primary purpose of the 

research is to determine the critical challenges related to big data and the different tools used to resolve 

these challenges. The further part of the paper is organized as a definition of big data, challenges of big 

data, some others challenges, tools to overcome challenges, discussion, and future work and conclusion. 

 

The Big Data 

 

There are different definitions of big data but the concepts of big data initially defined by Laney who used 

3V model which is high volume, high velocity, and high variety (Laney, 2001).  Following are some 

characteristics of big data describe by M. A. U. D. Khan (Uddin & Gupta, 2014). The concept of this V-

model is described below. 

 

 
Figure 1: Big Data Characterstics 
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 Volume: Volume is defined as a huge amount of data that can be generated from any type of source 

(Bello-Orgaz, Jung, & Camacho, 2016) (Uddin & Gupta, 2014). 

 Velocity: Velocity defines the speed at which data comes from different sources. The velocity at which 

the big data is generated is very high. (Laney, 2001; Uddin & Gupta, 2014). 

 Variety: it indicates different kinds of data. The format of the data that is collected from different 

sources like sensor devices, scientific research, health care centers, mobile application, and social 

media data is also varied. These data formats are classified as structured, semi-structured, and 

unstructured.  it is in the form of text, audio, video, images, data logs. (Bello-Orgaz et al., 2016) 

(Uddin & Gupta, 2014). 

 Value: International Data Cooperation thinks that the 4th V is the value of the data. It is defined as the 

process of extracting valuable information from a huge set of data. (Uddin & Gupta, 2014).  

 Veracity: It refers to how much the collected information is accurate.(Dong & Srivastava, 2013; Uddin 

& Gupta, 2014).The management of heterogeneous data with huge volumes leads to storage, process, 

management, integration, Visualization, security, and many other challenges. 

 

State of the Art Big Data 

 

While the benefits of big data are innumerable, there are still many challenges that need to be addressed in 

order to reap the benefits of big data.IT faced a plethora of challenges like volume, heterogeneity, security, 

privacy, quality, discovery, data acquisition and warehousing, analysis and modeling, governance, etc. 

Traditional architecture and infrastructure are not sufficient to meet those challenges. Big Data challenges 

are grouped into five main categories. Figure2 shows these categories. 

 

 
Figure 2: Catégories of BD Challenges 

 
 Data Challenges: Data Challenges are related to its characteristic (Dong & Srivastava, 2013).  

 Storage Challenges: while storing the data into storage repositories, different challenges occurred 

(Hashem et al., 2015). 

 Process Challenges: Challenges that are faced by the organizations while processing the 

data(Garoufallou & Gaitanou, 2021). 

 Management Challenges: Challenges related to the legal and ethical issues while accessing the 

data(Al-Sai & Abdullah, 2019). 

 Visualization Challenges: Visualization challenges are related to the presentation of the output 

data(Moreland et al., 2012). 
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Data Challenges 
 

Data challenges are group of challenges that are  related to the attributes of the Big data.(Nasser & Tariq, 

2015; Sivarajah et al., 2017). 

 

 
Figure 3: Data Challenges 

 

 Volume: We are living in the age of the big data, where the volume of data is increasing dramatically. 

The following graph shows the volume of data which is increasing day by day. 

 

 
  

Figure 4: Graph of Data Volume 

 

In every second, a large amount of valuable information comes from the Internet, social networks, text 

messages or smart devices. Therefore, we have a huge amount of data that is varied, which makes it 

difficult to determine, integrate, estimate, and process data. (Hariri, Fredericks, & Bowers, 2019; O‟Shea, 

Khan, Breathnach, & Margaria, 2020). 
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 Velocity: The current software cannot handle and process the data stream generated continuously. 

Today big data is generated at a very high speed. Therefore, the speed of data processing applications 

must meet the speed at which the data is produced.  Real-time operation systems may face difficult 

situations when applications fail to provide data on time.(Hariri et al., 2019; Nasser & Tariq, 2015) 

 Veracity: It measures reliability of the datasets used for decision-making. Due to the different sources 

and heterogeneity of data, data is uncertain, noisy, ambiguous, or incomplete. With the big data, It 

becomes more difficult to decide that the data sets are used for analysis or not (Hariri et al., 2019). 

 Volatility: The volatility of the data means how long the data is kept in our databases. The volume of 

the data is increasing day by day and more of the analysis is based on real-time data. Therefore, it is 

necessary to know when the data is not appropriate for analysis(Nasser & Tariq, 2015). 

 Variety: The huge volume of data has created a new challenge which is a variety of data types and 

formats. It is important to process different types of data. Uncertainty can arise when switching 

between different data types and analytics algorithms. It faces challenges in dealing with multimodal, 

inconsistence, and incomplete data as the algorithm is designed to consider well-formatted input data. 

(Nasser & Tariq, 2015; Sivarajah et al., 2017). 

 

Big Data Storage Challenges 

 

Data comes from a variety of sources, resulting in massive volumes of heterogeneous data. This data may 

be in the form of structured, semi-structured, and unstructured. From all the raw data generated from a 

different resource, everything is not valuable. This collected data are also structured which need to be 

correlated for further processing. So initially all data need to be stored in storage media for preprocessing. 

When we save data, the system generates metadata that specifies the information of data that will be stored. 

Traditional storage medium are insufficient for storing such vast amounts of data. As a result, storage is a 

major barrier for large data. 

 
Figure 5: Storage Challenges 

 

Big data is facing the following challenges related to the storage of the data. 

 

 Volume: Every minute, the amount of data being saved grows more. Google receives about 3.5 billion 

searches every day in 2020, WhatsApp users exchange up to 65 billion messages per day, and each 

individual creates 1.7 gigabytes per second. According to big data growth figures, data generation will 

exceed 180 zettabytes by 2025. That is approximately 118.8 zettabytes greater than in 2020. (tech jury) 

As a result, we have a vast amount of data, and the recommended storage method is incapable of 



 

 

 

 

 

ISSN: 2308-7056                Sajjad, Mushtaq, Saher & Shahzad (2022) 

 

 

25 

I 

 

  www.irbas.academyirmbr.com                                                                              January 2022                                                                                             

 International Review of Basic and Applied Sciences                                     Vol. 10 Issue.1 
 

R 
B  
A  
S  

storing such a massive amount of data. The issue is that data flows in the company are rising while the 

percentage of data that can be handled is decreasing, resulting in a blind zone. (Nasser & Tariq, 2015).  

 Heterogeneity: Traditional storage systems and data analysis algorithms accept homogenous data for 

easier processing and analysis, however, user-generated data is heterogeneous. Structured data is well-

organized, controllable, and can be categorized. Unstructured data includes all types of social network 

data, documents, and reviews in the form of video, audio, photo, and text, among other things. 

Converting all forms of heterogeneous data to homogeneous data is not practicable, and it is also an 

expensive technique. As a result, dealing with diverse data is another issue that big data faces (Desai, 

2018). 

 Security: Big repositories are required for storing big data. It is crucial to provide security to the data 

repositories from illegal access because these repositories may contain important and confidential data. 

These repositories contain personal or financial details or the company's secrets. Financial and 

government institutes are at high risk (Nasser & Tariq, 2015). 

 Data duplication: A large portion of the dataset in big data workload is redundant.  Much of the 

storage repositories are spent for storing redundant data. We are facing three kinds of problems due to 

the duplication of the data. These are storage, cost and disk IO traffic. In the cluster, we need 

redundant data because nodes used that data. Redundancy of those data sets must be eliminated that 

had not been used for decision making for a specific time period so that these issues can be solved 

(Agrawal & Nyamful, 2016; Zhou, Liu, & Li, 2013) 

 Volatility: The volatility of data refers to how long the data is valid or may be utilized for analysis. 

How long should we preserve data in our databases? Most applications today rely on real-time data, 

and it is critical to understand when the data is no longer useful or processed. (Nasser & Tariq, 2015). 

 

Big Data Process Challenges 

 

The problems associated with process issues are a collection of difficulties that an organization has when 

processing and analyzing data. These difficulties range from obtaining and storing data to understanding 

and presenting the value findings. .(Al-Sai & Abdullah, 2019) 

 

 
Figure 6: Process Challenges 

 

Following are the processing challenges. 

 

 Data Acquisition & Recording: We don't need all the data we get from different sources, so we 

filtered out the ire-relevant data and compress it. The challenge is how to define this filter so that they 

can decide whether data is useful to capture or useless to discard. The automatic generation of the 
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metadata is also the major challenge of this domain that describes which data is stored and how it is 

recorded and measured. (Bertino, 2013; Nasser & Tariq, 2015; Sivarajah et al., 2017) 

 Information Retrieval and cleansing: The data that has been obtained does not exist in the format 

that is necessary for processing. Extracting information from a big pool of unstructured data and 

cleansing the data is a difficult task in and of itself. We must convert the unstructured data into a 

standard and organized format so that it can be analyzed, and we must develop an extraction technique 

to extract relevant information from the data. It is also possible that the data is of low quality or 

uncertain. As a result, well-validated error models are required to verify the quality of the data. The 

development and maintenance of these extraction technologies is a significant undertaking. (Labrinidis 

& Jagadish, 2012). 

 Collection & Integration of Data: Big data has heterogeneous data streams and may have different 

metadata. The integration systems do not have the capabilities to aggregate big data. 

 Data Interpretation: Data Interpretation is to present the data in an understandable form to the user. 

This is similar to visualization. After analyzing and modeling, the data presents to the user for decision 

making and interpret the results. The heterogeneous nature and velocity of data make it difficult to 

interpret the data. The lack of highly trained employees is also a challenge. 

 Query processing, Modeling & Analysis: Big data sources are stereotype, diverse, dynamic, and 

interrelated. Their mining require new queries and approaches. Even though the noisy data is more 

important than small samples and redundant data, it helps to uncover hidden patterns. So massive data 

analysis need sophisticated mining algorithms.(Nasser & Tariq, 2015). 

 

Big Data Management Challenges 

 

This group tackles the legal and ethical issues related to accessing data: 

 
Figure 7: Management Challenges 

 
 Flexibility: Flexibility is the ability of the system to absorb the changes according to the requirements. 

The system or infrastructure should be able to absorb new resources and remove the damage or failed 

resources from the system without any effect on other parts of the system. Flexibility directly depends 

upon the cost. Due to the high data transfer rate, big data structure must have the ability of flexibility 

(Hurwitz, Nugent, Halper, & Kaufman, 2013). 

 Privacy: A major challenge is preserving the privacy of huge data. There are numerous laws in place 

for privacy handling in different fields. People are more concerned about it. Hug investments have 

been made in big data projects to preserve their valuable data. However, Organizations, on the other 

hand, face difficulties in dealing with privacy issues. Numerous government and security agencies 
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have raised serious privacy issues in Smart City, where citizens' data is collected from various sensor 

devices can easily be accessed. (Barnaghi, Sheth, & Henson, 2013) 

 Governance Techniques: A growing need for big data is raising concerns about its administration. 

Personal data is stored in big data, and data governance is required to protect it. The quality of Big 

Data is crucial since it informs the analysis. Affordable big data reporting compliant with government 

regulations like Sarbanes-Oxley. Organizations have issues in managing Big Data governance. Large-

scale data governance will necessitate native compliance with the big data security protocol. However, 

most firms still run old engines with proprietary security solutions that don't integrate and cannot 

scale.(Hashem et al., 2015).   

 

Big Data Visualization Challenges 
 

In big data, it's not enough to only consider the huge data that is heterogeneous but also consider the human 

perspective. We must assure that researchers and end-users can properly understand results and be able to 

discover interesting patterns, and not get lost in massive data. The traditional recommendation systems are 

not useful for visualizing the output generates by the big data. Big data facing the following challenges 

related to the visualization of the data. 

 
Figure 8: Visualization Challenges 

 
 Dimensions of Data:  We must carefully select the dimensions of data to identify significant patterns 

and correlations among the data. If we reduce the dimensions of our visualization to make it smaller, 

we may lose important data and lose interesting patterns; however, if we consider all of the parameters, 

we may have a large amount of data that a human cannot understand and end up with a 

visualization that is too dense to be useful to the users. (Tavel, 2007). 

 Visual Noise: Data is coming from different resources at a very high rate. Data objects in the dataset 

most of the time are corelated. It becomes very difficult to separate them (Gorodov & Gubarev, 2013). 

 Massive Parallelization: Today data is generated in a huge amount that cannot be handled by the 

traditional visualization tools. To handle such a huge amount of data it is compulsory to divide the 

problems into tasks that can run independently (Moreland et al., 2012). 

 Perceptual scalability: The human mind cannot understand the data quickly and easily that is in the 

form of text. So to increase the perceptual scalability textual data must be converting into graph and 

pictorial form (Agrawal et al., 2015). 

  

Some challenges are also found in more than one category. Following table define the challenges that are 

interrelated in different categories. 



 

 

 

 

 

ISSN: 2308-7056                Sajjad, Mushtaq, Saher & Shahzad (2022) 

 

 

28 

I 

 

  www.irbas.academyirmbr.com                                                                              January 2022                                                                                             

 International Review of Basic and Applied Sciences                                     Vol. 10 Issue.1 
 

R 
B  
A  
S  

 
Figure 9: Categorization of Bog Data Challenges 

 

Some Others Challenges 

 

There are some others big data challenges that are mentation by different authors in different papers.  
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Figure 10: Elaboration of Big Data Challenges 
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Characterization of Big Data Tools & Technologies 

 

A range of contemporary technologies are available to store, assess, process and visualize the data 

including Cloudera, silk, kafka, Carto DB, BigML, Canssandra, Hadoop,  S3, Tableau, Import.io, Strom, 

MongoDB, etc. Some of them are described in this section. The entire big data life cycle consists of four 

steps. These steps are data gathering, storage, processing, and visualisation of big data. (Brandon, 2015).  

 
Figure 4 Tools 

 

Data Ingestion Tools 

 

Today, many companies collect big data to store, analyze and track daily transactions for their needs or 

implement new programs. There are so many tools available for data collection, some of them are 

described in Table 1 (aws, 2021; Brandon, 2015; Flair, 2021; Gure99; Pradeep & Kallimani, 2019). 

 

Table 1: Data Ingestion Tools 

Characteristics APACHE 

KAFKA (aws, 

2021; Pradeep 

& Kallimani, 

2019) 

RABBITMQ 

(aws, 2021) 

Flume(Benjelloun, 

Lahcen, & 

Belfkih, 2015; 

DataFlair; 

Pavlopoulos, 

Paez-Espino, 

Kyrpides, & 

Iliopoulos, 2017; 

Pradeep & 

Kallimani, 2019) 

Sqoop(Benjelloun et 

al., 2015; Bharti, 

Bajaj, Goel, & Gupta, 

2019; Flair, 2021; 

Gure99) 

Usage  It transfers the 

real-time 

streaming data 

between 

applications or 

systems. 

It enables 

asynchronous 

processing. 

Through It we 

are able to put a 

message in a 

queue without 

It collects large 

amount of data and 

transfers it to a 

centralized data 

repositories. 

It transfers the bulk of 

data between relational 

databases and Hadoop. 

Big Data 
Tools 

Ingestion 

KFKA 
RABBIT

MQ 
FLUME SQOOP 

Storage 

HBase Haive 
Cassan

dra 
Mongo

DB 

Processing 

HADO
OF 

S4 SPARK 
STROO

M 

Visualizatio
n 

TABLEA
U 

D3 Leaflet PLOTLY 
POWER 

BI 

https://www.techwell.com/techwell-insights/2019/11/exploring-big-data-options-apache-hadoop-ecosystem
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processing it 

immediately.  

 

Architecture Partitioned log 

model 

Messaging 

queue. 

Agent based 

Architecture 

Connectors based 

architecture 

Scalability It provides 

scalability by 

allowing 

partitions to be 

distributed across 

different servers 

 

To provide the 

scalability it 

increases the 

number of 

consumers to the 

queue to scale 

out processing 

across those 

computing 

consumers. 

Scalability is low 

because of the 

hardware of the 

Apache Flume. 

Increase scalability by 

adding worker nodes. 

 

Protocols Binary protocol 

over TCP. 

(AMQP) with 

support of 

plugins: STOMP 

and MQTT. 

HTTP TCP 

Replication 

 

Blocks are 

replicated but 

employees can 

configures 

replicated 

strategy manually  

Automatically 

messages are not 

replicated; user 

can configure 

them to be 

replicated 

manually  

No No 

Ordering of 

messages 

Messages are 

delivered in an 

order. 

In RABITMQ 

messages are 

delivered to 

consumer in a 

queue, according   

to their arrival 

order. 

Messages are 

delivered at least 

once, but with zero 

ordering 

guarantees. 

 

Data Load is not event-

driven 

Language Java and Scala Erlang Java Java  

Disadvantage DO not have a 

complete set of 

monitoring tools. 

Slower Complex topology  It cannot be paused and 

resumed. 

Data loss May occur 

while merging datasets  

 

 

Big Data Storage Tools 

 

Large-scale statistical processing, assessment, and analysis necessitate the use of data storage systems. 

With a growth in data volume from gigabytes to petabytes, large data analytics applications are 

experiencing a significant increase in storage requirements.  

 

To cope with the increasing volume of semi-structured and unstructured data, new storage technologies 

such as distributed file systems and NoSQL databases are being adopted in preference to conventional 

storage technologies. There are so many tools available for data storage; some of them are described in 

Table 2. 
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Table 2: Data Storage Tools 

Storage 

Tools 

HBase(Bharti et 

al., 2019; 

Pradeep & 

Kallimani, 2019; 

Prasad & 

Agarwal, 2016) 

Apache 

Haive(Prasad & 

Agarwal, 2016) 

Cassandra(Benjellou

n et al., 2015; Prasad 

& Agarwal, 2016) 

MongoDB(Benjello

un et al., 2015; 

Pradeep & 

Kallimani, 2019) 

Source 

Model 

Open source Open source Open source Open source 

Database 

System 

Non-relational Non-relational De-centralized Documented-

Oriented 

Distributed  Yes Yes Yes NO 

Data Storage 

Format  

Structured  

 

Structured/ 

Unstructured  

 

Structured / Semi-

structured / 

unstructured  

Structured / Semi-

structured / 

unstructured  

 

Language Java C Java C,C++,Java Script 

Replication 

Method 

Selectable metastore 

event and Exim 

Selectable Master-Slave 

Libation No support for 

the transaction 

Does not offer 

real-time queries 

No joins or subquery 

support, No ad-hoc 

query support 

Massive storage 

required with 

multiple  

functionalities. 

 

Big Data Analytics Tools 

 

Big Data analytics drives business discovery, data mining, manufacturing products and defect detection. 

Various tools are used for processing Big Data and convert it into meaningful information. Some of these 

tools are described below in Table 3. Intelligence, crime/ fraud/ fault detection, and prediction/ querying 

searching and indexing knowledge.  

 

Table 3: Data Processing Tool 

Characteristics Hadoop 

(Pradeep & 

Kallimani, 

2019; 

Talhaoui, 

2018; Yaqoob 

et al., 2016) 

Stroom (Pradeep & 

Kallimani, 2019; 

Talhaoui, 2018; 

Yaqoob et al., 2016) 

Spark 

(Talhaoui, 

2018) 

S4(Neumeyer, 

Robbins, Nair, & 

Kesari, 2010; 

Pradeep & 

Kallimani, 2019; 

Yaqoob et al., 2016; 

F. Zhang et al., 2016) 

Source Model Open Source Open Source Open Source Open source 

Architecture Master and 

Salve 

Master and Salve Peer Combination of map 

reduce and actor 

model 

Processing Model Batch  Micro-Batch  Real-Time  Real-Time and 

distributed computing  

Data Processing  Batch 

processing 

Batch and  Stream 

processing 

Stream 

processing 

Stream processing 

Achievable 

Latency 

High Few second Less than a 

second 

Low 

Coordination 

Tool 

Zookeeper Zookeeper Zookeeper Zookeeper 

https://cwiki.apache.org/confluence/display/Hive/HCatalog+Notification
https://cwiki.apache.org/confluence/display/Hive/HCatalog+Notification
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ImportExport
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API 

Programmatic 

 

Java, Scala and 

Python 

 

Java, Scala and 

Python 

 

Any PL Java 

Strengths -Independent 

tasks 

Unbelievably fast 

because it has 

enormous power of 

processing the data. 

Dynamic in 

Nature 

Pluggable Platform 

Weakness Hard cluster-

management 

very complex for 

developers to develop 

applications. 

Doesn't suit 

for a multi-

user 

environment 

Absence of dynamic 

load balancing 

 

Big Data Visualization 

 

For the visualization of the huge data, advanced patterns are required to discover. The purpose of data 

visualization is to effectively represent knowledge by converting the data into different graphs and plots. 

Some of the visualization tools are described below.(Ali, Gupta, Nayak, & Lenka, 2016; Gokhale & 

Mahajan, 2020; Pavlopoulos et al., 2017). 

 

Table 4: Data Visualization Tools 

Characteristics Leaflet(leaflet) Tableau(Ali et al., 

2016) 

Power BI(Ali et 

al., 2016; 

Microsoft, 2021) 

D3(Agrawal et al., 

2015) 

Open Source Yes No No Yes 

Coding 

Knowledge 

Yes No Yes Yes 

Integration  Azure Maps, Bing 

Maps tiles , 

NASA EOSDIS 

GIBS 

Hadoop, Amazon 

AWS, MySQL, 

SAP, and Teradata. 

Microsoft 

Dynamic, google 

analytic, adobe 

analysis, GITHUB 

Integrate with 

website 

Language JavaScript Java, Python, 

C++,C 

DAX, Machine JavaScript 

Format of 

output 

Interactive Maps Charts Mapping Maps Charts &Diagram 

Limitation  Lack of long-term 

impact 

Does not offer 3D 

charts and custom 

visual imports. 

In able to work 

with vast amounts 

of data 

 

Time consuming, 

does not work well 

for data exploration 

Algorithm A star K-means  Seasonal 

algorithm (ETS 

AAA) 

Barnes  

 

Result and Discussion 
 

The analysis of research contributions presented so far manifests that generating value and determining its 

accuracy from big data is difficult because it is too big, too fast, and too diverse. These are the factors that 

contribute to its distinctiveness. Because of these characteristics, big data faces challenges in terms of 

volume, velocity, veracity, variety, and monetary value. It was unable to be processed by traditional 

database architectures and necessitated the use of specialized, advanced systems. The use of big data 

presents consumers with a plethora of appealing opportunities as well as a number of challenges. These 

https://azure.microsoft.com/en-us/services/azure-maps/
https://docs.microsoft.com/en-us/bingmaps/rest-services/imagery?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/bingmaps/rest-services/imagery?redirectedfrom=MSDN
https://earthdata.nasa.gov/gibs
https://earthdata.nasa.gov/gibs
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difficulties are related to data, data storage, data processing, data management, and data visualization, 

among other things. 

 

The volume of the data is so large that it cannot be stored in the traditional storage system. Although these 

problems have been solved to a large extent; if the volume of the data increases continuously then we may 

face storage problems again.  Data that has not been used in decision making for a long time is causing 

storage, latency and cost problems. The data is generated at high speed this speed creates problems for the 

applications that depends on the real time systems because the traditional software cannot have the ability 

to process the data at that speed. Due to the various sources and data formats, existing real-world databases 

are highly sensitive to conflicting, noisy, and incomplete data. So, the quality of the data is a question mark. 

Therefore, it is important to apply several data pre-processing techniques including integration, 

conversation, reduction, and cleaning to eliminate noise and correct data inconsistencies. Data forms such 

as organized, semi-structured, and unstructured might be difficult to access and analyses. The protection of 

one's personal information is of paramount importance. Without the authorization of the creators of the 

facts, agencies use them to their own advantage. As a result, laws governing all aspects of consumer 

privacy should be established and adhered to. To ensure that user data is not misused or leaked in the 

future.  

 

Data that is incomplete or noisy cannot be used for decision-making, hence data quality must be ensured. 

Data is meaningless until it is transformed into information. Several big data software solutions are 

available on the market. This software helps save, analyze, visualize, and manipulate data. Kafka is a 

scalable, fault-tolerant streaming technology that can handle trillions of events per second. Spark is utilized 

for in-memory calculations, Storm for unbounded data processing, Apache Cassandra delivers high 

availability and scalability, and MongoDB is cross-platform. Tableau transforms raw data into valuable 

insights, improving business decision-making with interactive dashboards and workbooks. So, the market 

has various tools. You just need to pick the correct tool for your project. 

 

Even if the new method meets many of the needs of the Big Data environment, organizations still face 

many obstacles when transferring their business to the Big Data environment owing to inexperienced 

workers, governance, and security. Companies that intend to use Big Data should develop a well-defined 

implementation strategy. Despite the fact that scholars have done a lot of work on big data, there is still a 

lot to learn. Storage approaches, replication tactics, and filter definitions will all need to be improved. If we 

store each and everything in data repositories then we will have to pay for the storage problem again. We 

have to define the filters applied to the data before it is stored in the data repositories so that only useful 

data stores in the data repositories. Data that has not been used in analytics for a long time should be 

transferred from data repositories. Efficient replication strategies must be designed. Organizations still face 

challenges while accessing different formats of data like (structured, semi-structured and, unstructured) 

analysis and representation of heterogeneous data. In the future, we will work on data storage problems. 

 

Conclusion 
 

Data is very important for organizations. Because information is extracted from this data and this 

information is used for decision-making. Data in different formats are being generated from various 

resources at high speed. Although this data is very useful for organizations and provides a lot of 

opportunities to consumers, it faces a lot of issues. This study reviews and summarizes the current issues in 

analytics, processing, visualizing and storing the results of these analyses. As well as storage capacity, 

access time and transfer rate are factors that are taken into consideration. Unless these vulnerabilities are 

addressed, the data is of no value to anybody. In order to address some of these problems, a wide range of 

tools is available on the market. These big data technologies aid in the collection, storage, and analysis of 

massive amounts of data, as well as the generation of new ideas for corporate development. Technology 

and tool comparisons are also provided to provide a clear picture that overcomes the issues of big data 

applications. There are advantages and disadvantages to every instrument. Because each project is unique, a 
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single tool cannot be used for all of them. Because of this, organizations need to be cautious when selecting 

a tool for a certain project. Although additional study is essential to enhance the assessment, the efficiency 

of integrity, storage, and presentation of huge data. 
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